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Instructions : (1) All questions are compulsory.
(2) Answer each next main question on a new page.
(3) Assume suitable data, if necessary.
(4) Mobile Phone, Pager and any other Electronic Communication
devices are not permissible in Examination Hall.

Marks

1. 8 Attemptany three: 12
a) Mention basicsprinciplesof information security.
b) Statethecommon criteriafor information security evaluation.
¢) What iscryptography ?Mention any three application of it.
d) What arecyber crimes?Listitsdifferent types.

b) Attemptany one : 6
a Whatisinformation ? Describethe need and importance of information.
b) Statethesecurity guidelinesof information security.

2. Attemptany two: 16
a) Stateand describethethreepillarsof information security with negt diagram.
b) What isdigital sgnatures? Statedigital Sgnature standards.
¢) Namedatarecovery toolsand explain datarecovery procedures.

3. Attemptany four : 16
d WhatisRisk ? Describe Risk Management.
b) Describetheneed of physical security.
C) Describethetermringsof trust.
d) Describeplay fair cipher.
€) Describethel T Act, 2008.

4. @ Attemptany three: 12
a) Explaintheprotection mechanismsinatrusted computing base.
b) Mention different compliance standardsfor information security.
¢) Explaintheconcept of TCB.
d) Explainclassica encryptiontechniquesof cryptography.
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b) Attemptany one :

a Explainhow to encrypt and decrypt message using transposition method.

b) What isstegnography ? Describeauthentication protocols.

S. Attemptany two :

a) Describethefollowingterms:
) Mail Bombs
if) Hacking
iif) Pornography
iv) Cracking.
b) Writeashort noteon ITIL and COBIT framework.
c) Describedifferent authorization and authentication mechanism.

6. Attemptany four:
a) Explainabout virusesand virusesattacks.
b) Writeanoteon biometrics.
C) DescribeBIBA modd of integrity.
d) Describel TSECwithitsclasses.
€) Explainceasor cipher withexample.

Marks

6

16

16



